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ABSTRACT 

Indian financial sector have witnessed change in terms of growing customer base and revenue 

generation. In contrast customers are increasingly apprehensive about various unwanted situations 

like recent massive natural disaster in Nepal. Disruptions in financial sector can occur anywhere and 

anytime. Also it is impossible to forecast what may strike like earthquake, hurricanes and power 

outages. This affects customers’ trust therefore affecting perception about E-banking adoption and 

usage. In today's environment it becomes essential for the financial institutions to prepare for such 

disaster scenarios. With the increasing dependence on banks sophisticated technologies like 

Automated Teller Machine, CBS, E-Banking and Mobile banking technologies; it is in fact worrying 

to imagine a scenario where a disaster may leave a bank inoperative for an extended period of time. 

So it has become very important for the financial institutions to plan for business continuity and 

disaster recovery. The importance of this research paper is to observe whether the selected Indian 

public, private and foreign sector banks have any effective disaster recovery and business continuity 

plan. The study indicated that the despite DRP and BCP available with them but still there are number 

of deficiencies exists that require attention. The study concludes by providing recommendations to the 

Indian banks.  

Keywords: BCP (Business Continuity Planning), DRP (Disaster Recovery Planning), Core banking, 

RBI, ATM 

 

1. INTRODUCTION 

Banks provide number of financial services through range of electronic channels. Financial 

Institutions today are well aware of web threats. But it is important to understand risks and 

responses in the adoption of these online channels. It is impossible to ignore risks to 

information technology. Lallmahamood (2007) discussed some of these risks like deletion of 

critical files; hackers prey on susceptible web interfaces; sabotaging systems; pandemics can 

temporarily wipe out entire organizations and unexpected storms threaten physical 

infrastructure. In short, IT is both significant and susceptible. There are many types of natural 

disasters such as earthquakes, floods, hurricanes, etc. and manmade disasters like war, bomb 

blasts, chemical leaks, etc. Accidents can range from a devastating fire or a plane crashing 

into data center wiping out a crucial block of data. The most sinister, and frequently the most 

catastrophic from of disaster, is deliberate: a disgruntled employee or ex-employee seeking 

revenge by trashing or stealing key data or introducing a debilitating virus. Also in this 

category are the possibilities of corporate espionage or damage from hackers. The phases of 

all disasters are it natural or manmade, are the same. According to Verity (2003), disaster 

Recovery can be defined as the organization's ability to get back into business quickly after 

an event that disrupts the flow of information. On the other hand Miller (2007) explains BCP 

mitigate the negative effects on an institution's strategic plans, reputation, operations, 

liquidity, credit quality, market position, and ability to remain in compliance with applicable 

laws and regulations. 

According to Rai and Mohan (2006), financial institutions cannot function without 

information systems but at the same time, the list of risks associated to E-banking continually 
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increases. Khanapurkar (2012) describes one such situation i.e. floods in Mumbai brought to 

forefront one such concern for banks. During unprecedented floods of July 2005 in Mumbai 

made number of ATMs non-functional because ATM terminals are typically located on the 

ground floor of premises with the backup power generator being located in the basement. In 

such crisis situations, lack of access to financial resources could have severe repercussions.  

According to Plotnick (1999) and Retelle (2008) federal agencies now specify IT disaster 

recovery planning guidelines which banks must follow. IT is an essential component of 

banking operations that it has become required to conduct disaster recovery planning on an 

ongoing basis Vijayan (2005). The aim of disaster recovery plans is to ensure the recovery of 

IT services following disaster [Gold, (2007); Sheth et al., (2008)].   

In the publication released by Basel committee on banking supervision (2003) provided that 

all banks should have in place contingency and continuity plans to ensure that they could 

continue to operate on an on-going basis and limit losses in the event of a severe business 

disruption, BASEL (2004). The RBI had recognized the importance of BCP way back in 

1998 when it released a guidance note for bank management to evaluate the capability of 

controls in relation to risks related to Computer and telecommunication systems.  This 

guidance was followed by the release of a report on “Information Systems Audit Policy” 

(2004) including “Information Systems Security Guidelines” by the RBI in 2001 which 

provided indicative standards and procedures for Audit of Information Systems including 

BCP as a component [RBI (2001); RBI (2004)].  

The RBI (2005), in its supervision note on “Management of Operational Risk” has stressed 

the need to establish a disaster recovery and BCP for technology related risks as a part of 

operational risk management framework. The RBI, in its circular on operational risk 

management and business continuity planning”, clearly states that the responsibility for 

effective migrated BCP rests with the Board of Directors and the management and has listed 

a set of minimum requirements for effective BCM by banks. The circular also required banks 

to disclose information relating to major failures of critical systems customer 

segment/services impacted due to failures and steps taken to avoid such failures in future. 

The RBI, in its guidelines on “Outsourcing of Financial Services by Banks” in 2005, has 

mandated banks to ensure that the service provider has a BCP and the same is regularly and 

maintained Miller (2007); RBI (1998); RBI (2005). In order to develop and implement a 

robust BCP, we recommend adopting a BCM methodology like the Deloitte (2011) BCM 

methodology depicted (refer figure I).  

Figure 1 

BCM Methodology 

 
Source: Deloitte (2011) 
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This methodology involves three key phases:  

1) Analyze: In this phase current state is assessed along with risk assessment and impact 

analysis. 

2) Develop: In this phase strategies and procedures are developed. 

3) Implement: In this phase training and testing of BCP is implemented. 

Business impact analysis and risk assessment need to be performed as a prelude to 

developing an effective BCP and DRP. The business impact analysis phase consists of 

determining the risks by identifying critical business functions. Risk assessment is the 

process of identifying what could go wrong and thus, making decisions about various 

measures for protecting the assets. It helps in minimizing the impact of non-availability of a 

certain resource would have on the business of the organization.  

Disaster Recovery is “REACTIVE”; its focus is to pick up the pieces and to restore the 

organization to business as usual after a risk occurs. Business Continuity is “PROACTIVE”; 

its focus is to avoid or mitigate the impact of a risk. Providing a single, holistic outline of 

an IT disaster recovery plan is a difficult task because organizations differ according to 

their information technology architectures and their delivery of IT services (Chun and 

Moody, 2009). Even among banks with relatively similar characteristics, there may be 

significant differences. However, it is possible to discuss the core steps which all 

organizations should follow when conducting IT disaster recovery planning. From a global 

perspective, IT disaster recovery planning is described as the set of actions which 

organizations follow in order to improve their ability to resume IT services following 

disaster. Kadlec and Shropshire (2009) defines seven categories of actions. 

Table 1 

IT Disaster Recovery Action Categories 

Action category Description 

Analyzing IT Services This includes identification, prioritization, cataloging IT services in terms of 

reactivation and identifying potential threats.  

Preparing Organizational 

Members 

It includes procedures for IT disaster recovery team training, briefing for key 

non-team members, and the formalization of a decision-making structure. 

Devising means of IT 

disaster identification and 

notification 

It includes procedures for detecting IT disasters, communicating during 

emergencies, and warning IT disaster recovery team members and other 

stakeholders 

Developing procedures for 

restarting IT services and 

systems 

Procedures for restarting systems following disaster In particular is stated in 

this category.  

Selecting offsite storage 

facilities 
 

It includes procedures to ensure systems, software and data are made as 

portable as possible and ensure that offsite locations have been selected for 

use as backup storage sites. 

Creating a schedule for 

backup procedures 

It defines procedures for creating backup copies of data, software, 

configuration files, and IT disaster recovery plans 

Creating maintenance 

schedules 
 

It includes procedures for testing, updating the IT disaster recovery plan, its 

associated documentation and to ensure that the plan fits within the scope of 

the business continuity plan. 

Source: Kadlec and Shropshire (2009) 

2. RESEARCH METHODOLOGY 

The study enlightens the trends in DRP and BCP activities among various bank groups. This 

study also observes whether the selected banks have any effective DRP and BCP as per RBI 

guiding principle. Data has been collected from primary as well as secondary sources so that 

a benchmark analysis could be conducted. The area of research chosen by the researcher is 

Chandigarh city, as it is a union territory city having branches of most of the banks. 

 

 



Disaster Recovery and Business Continuity Planning for Electronic Banking: A Comparative Study 

ENVISION - International Journal of Commerce and Management, Vol. (9), 2015 Page | 67  

 

2.1 Sample design and size  

In order to achieve the said objective, nine Indian commercial banks including public, private 

and foreign sector banks have been selected on random basis. All  the  data  pertaining  to  

BCP and DRP  were  collected  and  analyzed  during  the period from September to December, 

2014. The list of Indian banks as a sample for this study is displayed in the Table-2. 

Table 2 

List of Selected Indian Banks 

Sr.

No. 

Group-I 

Public sector Banks 

Group-II 

Private sector Banks 

Group-III 

Foreign sector Banks 

1. Canara Bank (CANB) Industrial Credit and Investment 

Corporation of India (ICICI) 

JPMorgan Chase Bank (JPMC) 

2. UCO Bank IndusInd Bank (IIND) American Express Bank (AEB) 

3. Bank of Baroda (BOB) ING Vysya Bank (INGVY) Citibank (CB) 

 

2.2 Data Collection 

Data has been collected both from primary as well as secondary sources. For data collection 

from primary sources, the researcher prepared questionnaire. The branch for a bank is 

selected by the researcher taking into consideration the size and business of the branch, which 

ensures that the branch will be fully computer equipped according to norms. The researcher 

conducted face-to face structured interview. For collecting data from secondary sources, a 

well figured out survey questionnaire were mailed to CIOs, IT/Network administrators and 

concerned personnel. A cover letter explained the purpose of the survey and included 

directions for its completion. Alternatively, electronic version of the survey was also 

available. The cover letter provided the web address of the survey and included an 

authentication code for activating the survey. Once all the surveys were returned, the data 

was entered into spreadsheets for further analysis.  

2.3 Analysis Tool  

Several statistical techniques were employed, including GAP analysis. Quantitative data was 

analyzed through GAP analysis. Gap analysis helps organizations to compare real state with 

probable state; in this study gap analysis compares the current state of banks with the desired 

state of the banks. The findings of the analysis formed the basis of the results.  

 

3. ANALYSIS, FINDINGS AND RECOMMENDATIONS 

The results of the analysis were prepared so that a series of benchmarks could be established 

(Table 3); these benchmarks are related to IT disaster recovery planning activities and not 

part of actual plans.  

It was found that almost all banks under study meet the BCP and DRP guidelines as specified 

by RBI. These requirements may be considered the core-technical elements of IT disaster 

recovery and includes activities such as creating backup, acquiring technologies, and 

developing ways of resuming services. But it is vital that beyond these core-technical 

elements number of other factors should be taken into considered like creating IT disaster 

response teams, training personnel, warning employees of disasters, establishing 

communication channels, and formalizing decision-making authority. Within the sample 

under study, there is significant disparity in the degree to which these activities are 

performed. 
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Table 3 

Evaluation of BCP and DRP in Indian Banks 

Evaluation of BCP and DRP CANB UCO BOB ICICI IIND INGVY JPMC AEB CB

Whether the Bank backup its data at a Remote offsite locations YES C YES YES YES YES YES YES YES

Whether the Bank has any BCP YES YES C YES NI YES YES YES YES

Scenarios of disaster have been envisaged NI NI NI YES NI NI YES NI YES

Whether any test plan have been done YES NI NA YES NA NI YES YES NI

Action have been taken to meet inadequacies discovered while testing NI NI NI NI NI NA NA NI NI

Whether any live distaster have taken place NI NI NI NO NO NI NI NO NI

Whether any back up/standby server for web server YES YES YES YES NI NI YES YES NI

Whether any back up/standby server for database server YES NI YES YES YES NI NI NA YES

Whether any procedure for database backup NI NI NI YES YES NI YES NI NI

Whether the Bank has any DRP YES YES NI YES NI YES YES NI NI

Whether the Bank setup any Disaster avoidance and  recovery committee NI NI NI NI NI NO NA NI NO

Public sector banks Private sector banks

Indian Banks

Foreign banks

Group-I Group-II Group-III

Source: Developed by the researcher;  

*C-Conditional; NI- No Information; NA- Not available 

Table 3 proves that almost all the selected banks regularly backup their data at a remote 

location and BCP/DRP available with them on software but they do not apply any disaster 

management system as per RBI guidelines and other international standards. All the selected 

banks backup their data at a remote offsite location whereas UCO Bank take backup of data 

at remote location for core banking (CBS) branches only. It has been observed that most of 

the selected banks do not setup any committees for disaster avoidance and disaster recovery 

at their branches. Only four banks (ICICI, ING Vysya, JPMC and Citi Bank) stated that they 

have disaster avoidance plans. Other banks either do not have these plans or they do not 

given any information on any disaster avoidance plans.  

Scenarios of disaster have been predicted by ICICI, JP Morgan and Citi Bank while other 

banks provided no information regarding the same. On the other hand information regarding 

test plan has been given by Canara bank, ICICI, JP Morgan and American Express bank and 

no information have been given by any of the selected banks on what action have been taken 

to meet inadequacies while testing. Because no live disaster has taken place in the past so 

there exists no information regarding the same. Further no information is given by majority 

of banks on existence of web server in the branch. Information on database backup is given 

only by ICICI bank, IndusInd bank and JP Morgan bank.  

Score has been calculated according to the disaster and recovery plans and services available 

with the banks. If we look at the overall scenario among all the three bank groups, ICICI 

bank (Private sector bank) has well prepared for facing any disaster with total highest score 

while JPMorgan Chase Bank (Foreign sector bank) with score 8 on second position and third 

position has taken by Canara Bank (Public sector bank). According to sector wise 

positioning, in public sector banks Canara bank has found to be better prepared when 

compared to UCO bank and Bank of Baroda. In private sector banks ICICI bank taken top 

position among other two banks with score of 9 while ING Vysya bank is on second position 

with score of 4 and IndusInd bank is on third position with score of 3. Among the foreign 

sector bank, JP Morgan chase bank tops the group with 8 points while CitiBank has taken 

second position with 5 points and American express bank took third spot with 4 points. 
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Table 4 

Category of Actions 

Category Action to be taken Elements 
Percentage of banks 

performing activity 

1 Analyzing IT services 

IT Services Identification  

Prioritizing IT Services  

Risks to IT Services  
 

72.1% 

69.3% 

81.0% 

2 
Preparing organizational 

members 

Response Team Training  

Personnel Briefing  

Decision Making  
 

65.2% 

61.3% 

70.3% 

3 

Devising means of IT 

disaster identification and 

notification 

Detection  

Warning  

Means of Warning 
 

65.1% 

69.4% 

69.3% 

4 
Developing procedures for 

restarting systems 

Recovery Procedures  

Alternative Facilities  
 

80.1% 

78.1% 

5 
Creating a schedule for 

backup procedures 

  Backup procedures 90.3% 

6 
Selecting offsite storage 

facilities 

Portability  

Offsite Backup Locations  
 

70.2% 

62.5% 

7 
Creating maintenance 

schedules 

Testing and Updating  

Documentation  

Synchronizing  
 

79.1% 

71.9% 

80.3% 

Source: Developed by the researcher 

The results of this study conclude in several key recommendations (refer table 5). Banks 

should have disaster avoidance plans which must be reviewed on periodic basis. It is vital for 

all the banks to setup committees for disaster avoidance and disaster recovery at their 

branches. The “Mid-term review of annual policy statement (2007-08)” concluded   that   the   

level   of preparedness by participating banks in periodic drills conducted by RBI in respect 

of critical inter-bank systems to facilitate banking services and ensure continuity is 

inadequate.  

Table 5 

Category of Actions and Recommendations 

Category Action to be taken Recommendations 

1 Analyzing IT services Banks need to prioritize the order in which services should be 

reactivated. Each service is mapped to specific resources and 

threats to each need to be identified. 

2 Preparing organizational 

members 

Decision-making authority and IT disaster response teams need 

to be created.  

3 Devising means of IT disaster 

identification and notification 

In cases of disaster, banks require procedures for activating the 

response team and warning key stakeholders.  

4 Developing procedures for 

restarting systems 

Procedures must be designed and developed for restarting the 

systems in case of disaster. These procedures are essential so 

that systems can restart with minimum time delay. 

5 Creating a schedule for 

backup procedures 

Schedule for back up must be neatly chalked out. Nearly all 

banks in the study backed up their data; most backed up their 

software.  

6 Selecting offsite storage 

facilities 

Banks need to use offsite locations for data storage and backup.  

7 Creating maintenance 

schedules 

Banks require to test and update their plans on a regular basis. 

They must ensure that the IT DRP is synchronized with BCP. 

Source: Developed by the researcher 

The RBI recognizes that there is a further need to strengthen efforts in respect to BCP and 

DRP for banks. The concept of effective BCP and DRP is still evolving in the Indian banks. 

Banks needs to move from the traditional concept of disaster recovery to a holistic approach 

to BCP and DRP. It is highly recommended for the banks to have disaster avoidance and 
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recovery plans that must be reviewed on regular basis. It is necessary to setup committees for 

disaster prevention and business continuity at all of bank branches. Finally RBI must make 

provision about this and motivate bank employees to use BCP as and when required. 
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